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PROFESSORAT

Professorat responsable: Consultar aqui / See here:

https://telecos.upc.edu/ca/estudis/curs-actual/professorat-responsables-coordinadors/respon

sables-assignatura

Altres: Consultar aqui / See here:

https://telecos.upc.edu/ca/estudis/curs-actual/professorat-responsables-coordinadors/profess

orat-assignat-idioma

CAPACITATS PREVIES

Basic knowledge of communication network concepts.
Basic knowledge of Machine Learning concepts.
Programming skills in Python.

REQUISITS

Knowledge of communication network concepts.
Programming skills in Python.

METODOLOGIES DOCENTS

The teaching methodologies employed in this course are:
- Lectures.

- Participative sessions.

- Supervision of practice sessions in the lab.

- Supervision and orientation in teamwork.

- Orientation of autonomous work.

- Personalized tutoring.

- Doubts sessions.

OBJECTIUS D'APRENENTATGE DE L'ASSIGNATURA

1. Acquisition of the basic theoretical concepts in the field of SDN and Al security.

2. Design and implementation of an SDN-based scenario in a team to solve a security problem.
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HORES TOTALS DE DEDICACIO DE L'ESTUDIANTAT

Tipus Hores Percentatge
Hores aprenentatge autonom 86,0 68.80
Hores grup gran 26,0 20.80
Hores grup petit 13,0 10.40

Dedicacio total: 125 h

CONTINGUTS

Foundations of Virtual Networking and Security

Descripcio:

1. Introduction of Computer Networks and Virtual Networking
2. SDN and NFV

3. Network Security Preliminaries

4. SDN and NFV Security

Dedicaci6: 41h 39m

Grup gran/Teoria: 5h

Grup petit/Laboratori: 10h
Activitats dirigides: 10h
Aprenentatge autonom: 16h 39m

Advanced Topics on Software-Defined and Virtual Network Security

Descripcio:

5. Microsegmentation

6. Moving Target Defense

7. Service Function Chaining

Dedicacié: 25h

Grup gran/Teoria: 3h

Grup petit/Laboratori: 6h
Activitats dirigides: 6h
Aprenentatge autonom: 10h

AI and Security

Descripcio:
9. Introduction to Machine Learning and Artificial Intelligence
10. Intelligent Software-Defined Security and Al Security

Dedicaci6: 8h 20m

Grup gran/Teoria: 1h

Grup petit/Laboratori: 2h
Activitats dirigides: 2h
Aprenentatge autonom: 3h 20m
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Project

Descripcio:
Project development, presentation, and demonstration

Dedicaci6: 33h 20m
Activitats dirigides: 12h
Aprenentatge autonom: 21h 20m

SISTEMA DE QUALIFICACIO

Laboratories: 20%

Participation: 20%

Practical exercise developed in teams: 60%.

It is required to complete the practical exercise to pass the course.
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